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INTERVENTION SUBMITTED TO THE CONSEJO DE ESTADO BY THE 

COLOMBIAN CARAVANA UK LAWYERS GROUP 

 

INTRODUCTION 

1. The Colombian Caravana UK Lawyers Group (“the Caravana”) is a collective of 

international lawyers that monitors human rights abuses faced by legal professionals 

in Colombia. Members of the Caravana have participated in a number of international 

delegations to Colombia, most recently in 2016, and the Caravana carries out 

advocacy work on a domestic and international level providing support to Colombian 

human rights lawyers. 

 

2. The Caravana has taken an interest in Dejusticia’s challenge to Decree 857 of 2014 

given the potential dangers posed to human rights defenders in Colombia by a state 

surveillance regime that lacks sufficient safeguards and independent judicial oversight 

to prevent its abuse. 

 

3. This intervention does not provide an overview of all the international standards that 

are of relevance to the case before the court. On the contrary, this document focuses 

on the European human rights standards which are most applicable to the key issue in 

the case: the way in which the right to access information may be lawfully balanced 

against interests of national security. This document approaches this question with 

reference to: 

 

(a) the scope of the right to access information under Article 10 of the European 

Convention on Human Rights (“ECHR”); 

(b) the scope of the right to access information under other Articles of the ECHR, 

namely Article 8; 

(c) the principles according to which to right to access information may be limited in 

the public interest, and in particular for reasons of national security. 

 

4. This intervention does not comment on the application of Colombian law or the merits 

of the claim more generally. Its aim is limited to assisting the court by bringing to its 
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attention the relevant European standards which, it is submitted, form part of a 

framework of internationally recognised standards which apply to any balancing 

exercise between the right to access information and national security concerns. 

Indeed, given that the wording of Article 10 ECHR (the right to freedom of 

expression) is narrower in scope than the equivalent right of the American Convention 

on Human Rights (“ACHR”), Article 13, and of the International Covenant on Civil 

and Political Rights (“ICCPR”), Article 19, the principles developed under Article 10 

should, a fortiori, apply to a signatory of the ACHR and ICCPR such as Colombia. 

RELEVANT ECHR STANDARDS 

Preliminary matter 

5. In its interpretation of the ECHR, the European Court of Human Rights (“the 

ECtHR”) is not bound by any doctrine of precedent. Rather, it has been established 

that the ECHR is a “living instrument” such that it should be interpreted in accordance 

with contemporary conditions: Tyrer v United Kingdom (1978) 2 EHRR I; X v Austria 

(2013) 57 EHRR 405. Thus the ECtHR envisages that its case law will develop over 

time. 

The scope of the right to access information under Article 10 ECHR 

6. Article 10 of the ECHR provides: 

 

“(1) Everyone has the right to freedom of expression. This right shall include freedom 

to hold opinions and to receive and impart information and ideas without interference 

by public authority and regardless of frontiers. This article shall not prevent States 

from requiring the licensing of broadcasting, television, or cinema enterprises. 

 

(2) The exercise of these freedoms, since it carries with it duties and responsibilities, 

may be subject to such formalities, conditions, restrictions or penalties as are 

prescribed by law and are necessary in a democratic society, in the interests of 

national security, territorial integrity or public safety, for the prevention or disorder 

or crime, for the protection of health or morals, for the protection of the reputation or 

rights of others, for preventing the disclosure of information received in confidence, 

or for maintaining the authority and impartiality of the judiciary.” 

 

7. It is clear from the wording of Article 10 that the right includes freedom “to receive 

and impart information and ideas without interference by public authority”. It is 

therefore well established that public authorities cannot interfere with the disclosure 
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of information that people are willing to provide.  However, Article 10 makes no 

express reference to compelling those in possession of information to disclose it to 

others. In other words, it is not clear from the text of Article 10 whether it imposes a 

positive obligation on the State to impart information and a corresponding right of the 

citizen to receive it. This question has been explored by the ECtHR in various cases 

set out below. 

Early case law 

8. The ECtHR was initially clear that Article 10 does not include a right to access 

information. For example, in Leander v Sweden (1987) 9 EHRR 433 the applicant had 

been refused permanent employment as a museum technician with the Naval Museum 

due to certain secret information which allegedly made him a security risk. He 

considered that he was entitled to access of the information in question under Article 

10. The ECtHR rejected the applicant’s claim for the following reasons: 

 

“The Court observes that the right to freedom to receive information basically 

prohibits a Government from restricting a person from receiving information that 

others wish or may be willing to impart to him. Article 10 does not, in circumstances 

such as those in the present case, confer on an individual a right of access to a 

register containing information on his personal position, nor does it embody an 

obligation on the Government to impart such information to the individual.” [74]. 

 

9. The ECtHR reaffirmed this view in Gaskin v United Kingdom (1990) 12 EHRR 36 (at 

[52]), Guerra v Italy (1988) 26 EHRR 357 (at [53]) and Roche v United Kingdom 

(2006) 42 EHRR 30 (at [172]). The court further observed in Guerra that, although it 

has recognised in cases concerning restrictions on freedom of the press that the public 

has a right to receive information as a corollary of the specific functions of 

journalists
1
, which is to impart information and ideas on matters of public interest, 

such cases were distinguishable from access to information cases. 

 

 

 

                                                           
1
 For example, see Observer and Guardian v United Kingdom (1992) 14 EHRR 153 at [59(b)] and Thorgeirson 

v Iceland (1992) 14 EHRR 843 at [63]. For a more recent example of this principle see Eerikainen v Finland 

[2009] ECHR 255 at [68]. 
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Subsequent case law: the right to access information by those acting as social watchdogs 

10. Subsequent cases have construed Article 10 more broadly so as to include a right to 

receive information by those acting as social watchdogs such as NGOs and 

journalists. 

NGOs 

11. In Társaság v Hungary (2011) 53 EHRR 3, described as a “landmark decision”
2
 by 

the advisory constitutional law body to the Council of Europe
3
, it was noted that “the 

court has recently advanced towards a broader interpretation of the notion of 

“freedom to receive information” and thereby towards the recognition of a right of 

access to information” (at [35]). The court went on to uphold as a breach of Article 10 

a complaint by an NGO concerning a refusal by the Constitutional Court to grant it 

access to the text of a complaint by an MP challenging the constitutionality of 

proposed amendments to criminal legislation concerning drug-related offences.  

 

12. The court began by pointing out that “the public has a right to receive information of 

general interest” and that its case law in this field had developed in relation to the 

freedom of the press (at [26]). It then examined the function of the press more 

generally: 

 

“The function of the press includes the creation of forums for public debate. However, 

the realisation of this function is not limited to the media or professional journalists. 

In the present case, the preparation of the forum of public debate was conducted by a 

non-governmental organisation. […] The Court has repeatedly recognised civil 

society’s important contribution to the discussion of public affairs. The applicant is 

an association involved in human rights litigation with various objectives, including 

the protection of freedom of information. It may therefore be characterised, like the 

press, as a social “watchdog”. In these circumstances, the Court is satisfied that its 

activities warrant similar Convention protection to that afforded to the press.” ([27]). 

 

                                                           
2
 See also the admissibility decision of Matky v Czech Republic [2006] ECHR 1205 (App no 19101/03); 

available in French only, cited in Társaság.  This case was concerned with the refusal by the Czech authorities 

to provide the applicant environmental NGO with access to documents regarding the construction of a new 

nuclear power station. After referring to the above case law and observing that it was “difficult to derive from 

[Article 10] a general right to access to data and documents of an administrative character”, the Court went on to 

consider that the refusal amounted to an interference with the applicant’s right to receive information under 

Article 10(1).  
3
 Venice Commission Opinion Draft Law about Obtaining Information of the Courts of Azerbaijan (Opinion No 

548/2009) at [13]-[21]. 
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13.  The court acknowledged the Leander line of case law (at [35]-[36]) but found that 

since the applicant could be characterised as a “watchdog”, it benefited from the 

protection of Article 10 such that any interference had to be justified:   

 

“[The court] considers that the present case essentially concerns an interference—by 

virtue of the censorial power of an information monopoly—with the exercise of the 

functions of a social watchdog, like the press, rather than a denial of a general right 

of access to official documents. In this connection, a comparison can be drawn with 

the Court’s previous concerns that preliminary obstacles created by the authorities in 

the way of press functions call for the most careful scrutiny. Moreover, the state’s 

obligations in matters of freedom of the press include the elimination of barriers to 

the exercise of press functions where, in issues of public interest, such barriers exist 

solely because of an information monopoly held by the authorities. The Court notes at 

this juncture that the information sought by the applicant in the present case was 

ready and available and did not require the collection of any data by the Government. 

Therefore, the Court considers that the state had an obligation not to impede the flow 

of information sought by the applicant.” (At [36]).  

 

14. Társaság was applied to find a violation of Article 10 in Youth Initiative for Human 

Rights v Serbia (2013) 36 BHRC 687 where an NGO that monitored the 

implementation of transitional laws in Serbia to ensure respect for human rights and 

the rule of law was refused information from the intelligence services about the use of 

electronic surveillance measures. The court rejected the Serbian Government’s 

argument that Article 10 was not applicable as it merely prohibits a State from 

restricting a person from receiving information that others wished or might be willing 

to impart to him rather than imposing an obligation on the State to disseminate 

information ([23]). On the contrary, the court made it clear that “the notion of  

‘freedom to receive information’ embraces a right of access to information” ([20]). 

On the facts Article 10 was engaged given that the applicant NGO was involved in the 

legitimate gathering of information of public interest with the intention of imparting 

that information to the public and thereby contributing to the public debate ([24]).  

 

15. In the Joint Concurring Opinion of Judges Sajó and Vučinić which followed, they 

added: 

 

“We are in full agreement with the conclusions and reasoning of this judgment. It is 

of particular importance for those countries where, even today, long lasting habits 

make it difficult to have access to data which, in the days of totalitarianism, were used 

for oppressive purposes by secret services. However, we write this concurring opinion 

in particular to highlight the general need to interpret Article 10 in conformity with 
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developments in international law regarding freedom of information, which entails 

access to information held by public bodies. We refer, in particular, to Human Rights 

Committee, General Comment No. 34 (document CCPR/C/GC/34 of 12 September 

2011, § 18).” 

 

16. Notably the Youth Initiative for Human Rights case was cited by the UN Special 

Rapporteur on the Promotion and Protection of the Right to Freedom of Opinion and 

Expression in support of the conclusion that the right to receive information 

“comprises the right of individuals to access general information and, more 

particularly, information of public interest that can contribute to public debate.”
 4

 

Journalists 

17. In Shapovalov v Ukraine (Application No 45835/05) (unreported) given 31 July 2012 

the ECtHR considered journalists’ right to access information. It observed at [68] that 

“the gathering of information is an essential preparatory step in journalism and is an 

inherent, protected part of press freedom.” The court found that obstacles which 

hinder access to information of public interest could discourage those working in the 

media or related fields from pursuing such matters, undermining their “vital role as 

“public watchdogs,” and [undermining] their ability to provide accurate and reliable 

information” (at [68]). 

 

18. Similarly, in Roşiianu v Romania (Application No 27329/06) (unreported; available in 

French only)
5
 a breach of Article 10 was found in circumstances where the journalist 

applicant had been refused information on the activities of a municipality. The 

interference with Article 10 was not justified given the failure by the authorities to 

comply with three domestic court orders requiring the disclosure of the information in 

question. 

Subsequent case law: the right to access information required for research 

19. In Kenedi v Hungary (2009) 27 BHRC 335 the ECtHR applied similar principles to 

information sought for research purposes. The applicant was a historian specialising 

in the functioning of the secret services of totalitarian regimes. He alleged that the 

refusal of the Hungarian authorities to grant him unrestricted access to certain 

                                                           
4
 (A/68/362, 4 September 2013) at [38]. 

5
 Given 24 June 2014. 
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documents, access to which had already been authorised by a court order, prevented 

him from carrying out his academic work and therefore constituted a breach of Article 

10. As to the application of Article 10 in these circumstances, the ECtHR noted that 

the Government accepted that there was an interference with Article 10 but went on: 

 

“The Court emphasises that access to original documentary sources for legitimate 

historical research was an essential element of the exercise of the applicant’s right to 

freedom of expression (see, mutatis mutandis, Társaság a Szabadságjogokért v 

Hungary, no. 37374/05, §§ 35 to 39, 14 April 2009).” (At [43]). 

 

20. Likewise, in Gillberg v Sweden (2012) 34 BHRC 247 the applicant was a university 

professor who had refused to provide confidential information concerning children to 

a sociologist and a paediatrician as part of a research project, despite a court order that 

he must do so. He claimed that he had a negative right under Article 10 not to disclose 

the information. In its general summary of the law the court explained, citing Leander 

and Gaskin, that Article 10 “basically prohibits a Government from restricting a 

person from receiving information that others wish or may be willing to impart to 

him” (at [83]). However, in explaining that there had been no violation of the 

applicant’s Article 10 rights
6
, the court made it clear that the Article 10 rights of the 

sociologist and paediatrician were engaged in the circumstances: 

 

“In the Court’s view, finding that the applicant had such a right under Article 10 of 

the Convention would run counter to the property rights of the University of 

Gothenburg. It would also impinge on K’s and E’s rights under Article 10, as granted 

by the Administrative Court of Appeal, to receive information in the form of access to 

the public documents concerned, and on their rights under Article 6 to have the final 

judgments of the Administrative Court of Appeal implemented”. (At [93]; emphasis 

added). 

 

21. Much the same approach was taken in Österreichische Vereinigung zur Ehaltung, 

Stärkung und Schaffung v Austria (Application No 39534/07) (unreported)
7
 where the 

applicant was an association for agricultural land preservation. The ECtHR found that 

the applicant benefitted from the protection of Article 10 since it was concerned with 

the legitimate gathering of information of public interest. Specifically, by undertaking 

research and commenting on draft laws the association contributed to public debate. 

 

                                                           
6
 The court left open the question of whether there is a negative right under Article 10 (see [86]). 

7
 Given 28 November 2013. 
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The approach of the domestic courts 

22. Kennedy v Information Commissioner [2015] AC 455 was concerned with requests by 

a journalist under s.1 of the Freedom of Information Act 2000 (“FOIA 2000”) for 

information from the Charity Commission concerning the statutory inquiries which it 

had carried out into the affairs of a particular charity. The Charity Commission 

refused the requests on the basis of the absolute exemption from the duty to disclose 

information held for the purposes of an inquiry provided by sections 2(2) and 32(2) of 

FOIA 2000. Specifically, the Charity Commission considered that the exemption 

continued beyond the conclusion of the relevant inquiry. The question for the 

Supreme Court of England and Wales was whether this approach was lawful. 

 

23.  Although Article 10 was not relevant to the determination of the appeal, and as such 

the court’s comments made in this regard are obiter (ie they are not binding), the 

question of the scope of Article 10 was addressed. Given the inconsistent case law of 

the ECtHR on the subject, the court was not prepared to conclude that Article 10 

encompasses the right to access information where the information is sought to 

promote public debate. As explained by Lord Toulson at [145]: 

 

“What is so far lacking from the more recent Strasbourg decisions, with respect, is a 

consistent and clearly reasoned analysis of the “right to receive and impart 

information” within the meaning of article 10, particularly in the light of the earlier 

Grand Chamber decisions. Mr Coppel [counsel for the Appellant] submits that the 

court’s “direction of travel” is clear, but the metaphor suggests that the route and 

destination are undetermined. If article 10 is to be understood as founding a right of 

access to information held by a public body, which the public body is neither required 

to provide under its domestic law nor is willing to provide, there is a clear need to 

determine the principle or principles by reference to which a court is to decide 

whether such a right exists in a particular case and what are its limits.” 

 

24. It is therefore notable that the Supreme Court did not object to the existence of the 

right to access information as a matter of principle. It also acknowledged that the case 

law of the ECtHR has progressed in this regard. Indeed, while the ECtHR’s “direction 

of travel” was clear – in other words the trend is towards an increasingly broad 

interpretation of Article 10 – the Supreme Court’s primary concern was the lack of 

clarity regarding the perimeters of a right to access information under Article 10. 

Understandably, it considered that it was for the ECtHR, as the institution tasked with 
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the interpretation of the ECHR, to clarify the precise scope of Article 10 rather than a 

domestic court [59]. 

 

25. In any event, the Supreme Court’s consideration of Article 10 was academic since it 

held that much the same protection was afforded by the common law. Having found 

that the exemption in s.32(2) of FOIA 2000 did not expire on the termination of the 

relevant inquiry, the court went on to hold that the section should not be read as an 

absolute prohibition on disclosure of information held by persons conducting an 

inquiry. Instead, any question of disclosure should be addressed outside of FOIA 2000 

in accordance with other relevant statutes and general common law principles. In 

particular, any request for disclosure must be considered in light of the common law 

presumption in favour of openness. Thus, the courts would subject any decision by 

the Charity Commission to refuse disclosure to a high standard of review where there 

is a genuine public interest in the information ([43]-[56]). It follows that the Supreme 

Court recognised the importance of the right to access information even if it did not 

find it in Article 10. 

Summary of the key principles  

26. The scope of the right to access information under Article 10 can be summarised as 

follows: 

(a) In its early jurisprudence the ECtHR made it clear that Article 10 did not include a 

right to access information; in this regard Article 10 only extended to prohibiting 

restrictions on a person from receiving information that others are willing to 

impart. 

(b) The ECtHR has subsequently broadened its interpretation of Article 10 to include 

a right to access information by those acting as social “watchdogs” (ie those 

sharing information of public interest to contribute to public debate). Therefore, 

social watchdogs are not limited to journalists but can also include NGOs and 

civil society. For much the reason, information required for research purposes also 

falls within the remit of Article 10. 

(c) It follows that where an individual or organisation with a social watchdog function 

requests information from the State – including the intelligence services – any 

refusal to supply it must be properly justified in accordance with Article 10(2). 
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(d) While in Kennedy the Supreme Court of England and Wales remarked, obiter, that 

the case law of the ECtHR was insufficiently clear to lead to the conclusion that 

Article 10 encompasses a right to access information, it recognised that this was 

the “direction of travel” of the court’s jurisprudence. Further, the court found that 

equivalent protection to that afforded by Article 10 was in any event provided by 

the common law: the presumption in favour of openness requires a compelling 

justification for a refusal to disclose information that is in the public interest. 

The scope of the right to access information under other Articles of the ECHR 

Article 8 ECHR 

27. Article 8 contains the right to respect for private and family life. It provides: 

 

“(1) Everyone has the right to respect for his private and family life, his home and his 

correspondence. 

(2) There shall be no interference by a public authority with the exercise of this right 

except such as is in accordance with the law and is necessary in a democratic society 

in the interests of national security, public safety or the economic well-being of the 

country, for the prevention of disorder or crime, for the protection of health or 

morals, or for the protection of the rights and freedoms of others.” 

 

28. The ECtHR has made it clear that in certain circumstances Article 8 imposes a 

positive obligation on the State to provide information of particular significance to an 

individual or group of individuals. 

Personal information 

29. In Gaskin v United Kingdom (1989) 12 EHRR 36 the applicant had been taken into 

care as a child by his local authority. When he was an adult he contended that he had 

been ill-treated in care and challenged the local authority’s refusal to provide him 

with the relevant records. The ECtHR held that the applicant’s right to access this 

information engaged Article 8 and that the local authority’s blanket refusal to disclose 

it amounted to an unjustified interference with this right. Specifically, the court 

considered that Article 8 imposed a positive obligation on the state to provide 

information necessary for the recipient to understand his/her childhood and early 

development (at [49]).  
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30. Likewise, in KH v Slovakia (App no 32881/04) (2009) 49 EHRR 34, a case where a 

group of women tried to obtain copies of their medical files concerning their births, it 

was held that Article 8 encompassed a positive right to access to information about a 

person’s own health and reproductive status (at [47]-[56]). 

 

31. As explored in more detail below, Article 8 is also engaged where the intelligence 

services hold information about an individual but refuse to disclose this fact or the 

information in question: Leander v Sweden (1987) 9 EHRR 433; Rotaru v Romania 

(2000) 8 BHRC 449; Brinks v Netherlands (App no 994004) (2005) 41 EHRR SE5. 

 

32. The right to access personal information extends to a third party where there is a close 

relationship (such as a parent-child relationship) between the third party and the 

person about whom the information concerns: TP and KM v United Kingdom (App no 

28945/95) (2002) 34 EHRR 2 at [80]-[82]. 

Non-personal information 

33. The right to access information under Article 8 is not only limited to private 

information concerning the applicant. Instead, information which has an impact on an 

individual’s private or home life – such as environmental information – will fall 

within the ambit of Article 8. 

 

34. For example, in Guerra v Italy (App no 14967/89) (1998) 26 EHRR 357, the 40 

applicants complained that the authorities had failed to provide them with sufficient 

information to assess the risks that they and their families faced in living close to a 

chemical factory. The ECtHR found that the State was under a positive obligation to 

collect and disseminate the information requested ([56]-[60]). 

 

35. A strong affirmation of this principle was subsequently given in McGinley and Egan v 

United Kingdom (1998) 27 EHRR 1, 45: 

 

“Where a government engages in hazardous activities such as those in issue in the 

present case [nuclear test explosions], which might have hidden adverse 

consequences on the health of those involved in such activities, respect for private and 

family life under Article 8 requires that an effective and accessible procedure be 

established which enables such persons to seek all relevant and appropriate 

information.” ([101]). 
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36. In Roche v United Kingdom (App no 32555/96) (2006) 42 EHRR 30 the court found 

that Article 8 had been breached by the Government’s failure to provide an effective 

and accessible procedure enabling the applicant to have access to all relevant and 

appropriate information which would allow him to assess any risk to which he may 

have been exposed during his participation in tests concerning chemical weapons in 

the 1960s (at the time of the hearing the Freedom of Information Act 2000 had not yet 

come fully in force).
8
 

Summary of the key principles 

37. The scope of the right to access information under Article 8 ECHR can be 

summarised as follows: 

(a) Article 8 imposes a positive obligation on the State to disclose personal 

information of particular significance (eg medical records, information necessary 

to understand one’s childhood) to an individual or somebody with a close 

relationship to that individual such as a parent. This principle also applies in 

circumstances where the intelligence services hold information about an 

individual but refuse to disclose it or its existence. 

(b) The failure to disclose non-personal information which has an impact on an 

individual’s private or home life – such as information concerning health or 

environmental risks – will also engage Article 8. 

(c) It follows that where an individual requests details of the information held about 

him/her by the intelligence services, any refusal or limitation on the supply of that 

information must be justified under Article 8(2). 

(d) The engagement of Article 8 will be especially strong in circumstances where the 

information held by the intelligence services is of real personal significance to the 

individual or has health and/or safety implications. Thus, for example, a refusal by 

the intelligence services to accept a request for information relating to the 

disappearance of close family members would require a particularly compelling 

justification. 

 

                                                           
8
 For examples of further cases which apply these principles see: Lopez Ostra v Spain (App no 16798/90) (1995) 

20 EHRR 277; Taskin v Turkey (App no 46117/99) (2006) 42 EHRR 50; Hardy and Maile v United Kingdom 

(App no 31965/07) (2012) 55 EHRR 28. 
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Articles 2, 5 and 6 

38. The ECtHR has also held that in some circumstances Articles 2, 5 and 6 impose a 

positive obligation to provide information so as to make those rights effective. 

 

39. Article 6 is concerned with the right to a fair trial.
9
 It has been successfully relied on 

in various cases to require the disclosure of documents that may be relevant to 

litigation. For example, in Edwards v United Kingdom (App no 13071/87) (1992) 15 

EHRR 417 Article 6 was invoked to ensure that defendants in criminal cases have the 

right to disclosure of information relevant to their trial. Much the same principle has 

been held to apply to civil proceedings: in KH v Slovakia (App no 32881/04) (2009) 

49 EHRR 34 Article 6 required the disclosure of medical records prior to the issuing 

of a civil claim (at [59]-[69]). 

 

40. Article 2 protects the right to life and in certain circumstances requires the provision 

of information relating to matters concerning health and safety. For example, in 

Oneryildiz v Turkey (2005) 41 EHRR 20 the court held that the Government had 

breached Article 2 because it had failed to provide inhabitants living near an unsafe 

rubbish dump with information enabling them to assess risks of living in the location 

(at [108]). 

 

41. Article 5(4) which concerns the right of access to a court to test the lawfulness of 

detention includes the right to access documents and information: Weeks v United 

Kingdom (App no 9787/82) (1988) 10 EHRR 293 at [66]-[67]. 

The principles according to which the right to access information may be limited in the 

public interest 

42. Once it is established that a qualified right such as Article 8 or Article 10 applies, any 

interference must be justified in accordance with the jurisprudence of the ECtHR. In 

                                                           
9
 Article 6(1) provides: “In the determination of his civil rights and obligations or of any criminal charge 

against him, everyone is entitled to a fair and public hearing within a reasonable time by an independent and 

impartial tribunal established by law. Judgment shall be pronounced publicly but the press and public may be 

excluded from all or part of the trial in the interests of morals, public order or national security in a democratic 

society, where the interests of juveniles or the protection of the private life of the parties so require, or to the 

extent strictly necessary in the opinion of the court in special circumstances where publicity would prejudice the 

interests of justice.” 
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summary, any interference must: (1) be prescribed by law; (2) pursue a legitimate 

aim; (3) be necessary in a democratic society. 

The “prescribed by law” requirement 

43. Any lawful interference with Article 8 or Article 10 must be “prescribed by law”. 

This means that the interference must “have some basis in domestic law” and also that 

the “quality” of the domestic law must be “compatible with the rule of law, which is 

expressly mentioned in the Preamble to the Convention” (Zakharov v Russia (App no 

47143/06) (2016) 63 EHRR 17 at [228]). This means that, not only must the law be 

adequately accessible and foreseeable, but: 

 

“[…] it must afford a measure of legal protection against arbitrary interferences by 

public authorities with the rights safeguarded by the Convention. In matters affecting 

fundamental rights it would be contrary to the rule of law […] for a legal discretion 

granted to the executive to be expressed in terms of an unfettered power.” (Gillan v 

UK (App no 4158/05) (2010) 50 EHRR 45 at [77]). 

 

44. The “prescribed by law” test is linked to but distinct from the “necessary in a 

democratic society” test. As the Supreme Court of England and Wales clarified in R 

(T) v Greater Manchester Police [2015] 20 AC 49 at [115], under the former no 

margin of appreciation or deference is afforded to national decision-makers or 

legislatures, unlike in relation to necessity/proportionality. Instead, it is a matter for 

the court whether objectively viewed the legal regime governing the relevant powers 

contains sufficient safeguards against arbitrary treatment. 

 

45. The above principles were applied in MM v United Kingdom (App no 24029/07) 

Times, January 16, 2013 to find that a policy in Northern Ireland was not prescribed 

by law whereby cautions given in cases where the injured party was a child would be 

retained on the perpetrator’s criminal record for life (and would therefore be disclosed 

to employers on request). Key to the court’s conclusion that the Northern Irish law 

lacked adequate safeguards against abuse [207] was that the law prescribed a blanket 

approach which prevented the consideration of each case on its merits: 

 

“No distinction is made based on the seriousness or the circumstances of the offence, 

the time which has elapsed since the offence was committed and whether the caution 
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is spent. In short, there appears to be no scope for the exercise of any discretion in the 

disclosure exercise.” (At [204]).
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46. Similarly, in S v United Kingdom (App no 30562/04) (2009) 48 EHRR 50 it was held 

that the blanket and indiscriminate nature of police powers to retain fingerprint and 

DNA material of any person suspected but not convicted of a criminal offence 

amounted to a breach of Article 8 ([125]-[126]). In that case the ECtHR found that 

there was no need to address directly whether the powers met the “quality of law” 

requirement because this was closely related to the broader issue of whether the 

interference was necessary in a democratic society ([97]-[99]). 

The “necessary in a democratic society” requirement 

47. Both Article 8(2) and Article 10(2) expressly provide that national security constitutes 

a legitimate aim which may justify interfering with the right in question. As for the 

meaning of “necessary in a democratic society”: 

 

“The Court recalls that the notion of necessity implies that the interference 

corresponds to a pressing social need and, in particular, that it is proportionate to the 

legitimate aim pursued. In determining whether an interference is “necessary in a 

democratic society” regard may be had to the State’s margin of appreciation (see the 

Campbell v UK judgment of 25 March 1992, Series A No 233, p.18, §44).” (Foxley v 

UK (2000) 31 EHRR 637 at [43]). 

 

48. With reference to the ECtHR case law the English courts have developed a 

particularly useful approach to questions of proportionality which arise under the 

Human Rights Act 1998 (the Act which implements the ECHR in that jurisdiction). 

As explained by Lord Reed in the Supreme Court’s decision in Bank Mellat v Her 

Majesty's Treasury (No. 2) [2013] UKSC 39 at [74], it is necessary to determine: 

 

(1) whether the objective of the measure is sufficiently important to justify the 

limitation of a protected right; 

(2) whether the measure is rationally connected to the objective; 
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 The Supreme Court applied this reasoning to find a violation of Article 8 in R (T) v Greater Manchester 

Police [2015] 20 AC 49. Specifically, the legislation governing the disclosure of cautions to employers was not 

“prescribed by law”. That was “because of the cumulative effect of the failure to draw any distinction on the 

basis of the nature of the offence, the disposal in the case, the time which has elapsed since the offence took 

place or the relevance of the data to the employment sought, and the absence of any mechanism for independent 

review of a decision to disclose data” (Lord Reed at [119]). 
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(3) whether a less intrusive measure could have been used without unacceptably 

compromising the achievement of the objective; and 

(4) whether, balancing the severity of the measure’s effects on the rights of the 

persons to whom it applies against the importance of the objective, to the extent that 

the measure will contribute to its achievement, the former outweighs the latter. In 

essence, the question at step four is whether the impact of the right’s infringement is 

disproportionate to the likely benefit of the impugned measure. 

 

49. On an application of these tests, a blanket prohibition can only rarely (see Animal 

Defenders International v United Kingdom 57 EHRR 607) be capable of being a 

proportionate interference: see Hirst v United Kingdom (No 2) 42 EHRR 849; Mizzi v 

Malta (2006) 46 EHRR 529 and S v United Kingdom (2008) 48 EHRR 1169. 

Cases concerning an interference with the right to access information on grounds of 

national security 

50. In Leander (cited above in the context of Article 10) the applicant sought access under 

domestic legislation to a file containing information about himself held by the 

intelligence services which had been shared with his employer, a Naval Museum, in 

deciding which type of employment to offer him. The ECtHR held that the refusal to 

share the information with the applicant fell within the ambit of Article 8(1) (at [48]). 

However, the interference was justified under Article 8(2) given the legitimate aim of 

maintaining a personnel control system for national security purposes (at [49]), as 

well as the multiple safeguards against abuse built into the domestic legislation. The 

court was impressed by these safeguards because they provided independent 

involvement in and scrutiny of any decision regarding the release of information 

([62]-[67]). 

 

51. It is also of note that the court observed that even a legitimate aim as compelling as 

the protection of national security required proper justification in human rights terms: 

 

“in view of the risk that a system of secret surveillance for the protection of national 

security poses of undermining or even destroying democracy on the ground of 

defending it, the Court must be satisfied that there exist adequate and effective 

guarantees against abuse” (at [60], with reference to Klass v Germany (1979-80) 2 

EHRR 214 at [49]-[50]). 
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52. In contrast, in Rotaru v Romania (App no 28341/95) (2000) 8 BHRC 449 the court 

found that a lack of adequate safeguards or supervision procedures and the fact that 

the system was not properly prescribed by law meant that the storing and use of 

information about the applicant by the Romanian intelligence services, in conjunction 

with their refusal to allow the applicant the chance to refute it, was in breach of 

Article 8 (at [45]-[46] and [59]-[62]). It was observed that the court would normally 

expect such supervision – so as to be effective – to be carried out by the judiciary 

“since judicial control affords the best guarantees of independence, impartiality and a 

proper procedure” (at [59]). 

 

53. A concurring judgment was also given by the President of the Grand Chamber along 

with six other judges. This observed: 

 

“[I]n respect of national security as in respect of other purposes, there has to be at 

least a reasonable and genuine link between the aim invoked and the measures 

interfering with private life for the aim to be regarded as legitimate.”  

 

54. In Brinks v Netherlands (App no 994004) (2005) 41 EHRR SE5, the court declared 

inadmissible a complaint by an academic for access to all information held on him by 

the Netherlands’ intelligence services. Given that the Regional Court and the 

Administrative Jurisdiction Division had already examined the matter and found that 

the public interest was against further disclosure, adequate safeguards were in place 

and it could not be said that Article 8(2) had been infringed.
11

 Moreover, the ECtHR 

noted that States benefit from a wide margin of appreciation in respect of national 

security matters. 

A domestic example 

55. For a pertinent example of the English courts applying Article 8 and the relevant 

principles from the case law of the ECtHR to a case concerning a request for 

information in a national security context, see Norman Baker v Secretary of State for 

the Home Department [2001] UKHRR 1275 (a decision of the National Security 
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 For a more recent example of similar reasoning see Segerstedt-Wiberg v Sweden (App no 62332/00) (2007) 

44 EHRR 2 at [69]-[104]. A refusal of full access to a national secret police register was justified given the 

security concerns, coupled with safeguards under national law and the fact that all the national administrative 

and judicial authorities involved had held that full access would jeopardise the purpose of the system (at [102]-

[104]). 
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Appeals Panel of the Information Tribunal). In that case a Member of Parliament, 

Norman Baker, appealed against the Secretary of State’s decision not to disclose 

whether the intelligence services held information about him in response to a request 

which he had made under the Data Protection Act 1998 (“the DPA 1998”). In 

particular, the appeal focussed on whether the Secretary of State had reasonable 

grounds for issuing a certificate which accorded a blanket exemption to the 

intelligence services – on grounds of national security – from responding positively to 

a request from an individual under the DPA 1998 as to whether person data was held 

about him; The policy was “neither confirm nor deny” and the exemption meant that, 

in every case and irrespective of whether revealing the particular information in 

question would have harmed national security, there was an absolute bar on any 

disclosure. 

 

56. The tribunal found that the certificate amounted to a “blanket exemption for [the 

disclosure of] “any personal data that is processed by the Security Service” in the 

performance of its statutory functions” ([25]). The analysis of whether there were 

reasonable grounds for this approach centred on the question of whether the Secretary 

of State’s issuing of the certificate amounted to a proportionate response to the need 

to balance individual rights and national security. The tribunal observed that the 

intensity of the proportionality test depends on the circumstances, with questions of 

national security requiring a considerable degree of deference to the decision-maker: 

 

“Where the context is national security judges and tribunals should supervise with the 

lightest touch appropriate; there is no area (foreign affairs apart) where judges have 

traditionally deferred more to the executive view than that of national security; and 

for good and sufficient reason. They have no special expertise; and the material upon 

which they can make decisions is perforce limited. That the touch should be the 

lightest in comparative terms does not, of course, assist in weighing up how light that 

should be in absolute terms.” (At [76]). 

 

57. However, notwithstanding this deference, the tribunal nevertheless held that a blanket 

exemption exceeded that which was necessary to preserve national security. The 

evidence showed that there were cases where information held by the intelligence 

services could be disclosed without putting national security at risk. There was also no 

evidence that separating these cases from those where the established “neither 

confirm nor deny” response was given would impose an unreasonable burden on the 
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intelligence services. Further, although there were procedures in place for individual 

complaints to be made about the intelligence services, these were not sufficient to 

justify the blanket exemption.
12

 

Summary of the key principles 

58. The principles according to which the right to access information may be limited on 

national security grounds are summarised below: 

(a) Once it is established that a qualified right (such as Article 8 or 10) is engaged, 

any interference must be prescribed by law, pursue a legitimate aim and be 

necessary in a democratic society.  

(b) For an interference to be “prescribed by law” it must have some basis in domestic 

law. This law must respect the rule of law which means that it must afford a 

measure of legal protection against arbitrary interferences by public authorities 

with the rights contained in the ECHR. On this basis the ECtHR has consistently 

held that domestic laws which interfere with ECHR rights by prescribing a blanket 

approach, such that public authorities are prevented from exercising their 

discretion in individual cases, do not meet the “prescribed by law” requirement. 

(c) For an interference to be “necessary in a democratic society” it must be reasonable 

and proportionate. When assessing proportionality the following factors are 

especially relevant: 

(i) The existence of adequate and effective safeguards against abuse. The 

court will normally expect any such supervision to be carried out by a 

judicial body to ensure its independence. 

(ii) Despite the wide margin of appreciation in national security matters, the 

invocation of national security is not a carte blanche for refusing 

disclosure; a genuine link must be established between the protection of 

national security and the measure in question. 

(iii) As a result, a blanket exemption from disclosure is unlikely to be lawful. A 

proportionate response normally requires each request for information to 

be considered on its merits in all the circumstances. 
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 See [113] for a summary of the tribunal’s conclusions. 
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CONCLUSION 

59. While it is a matter for the court, and not this intervention, to apply the above 

principles to the facts of the case before it, it is submitted that the European 

framework provides an indication of the standards which it has been agreed by 

international consensus determine the way in which the right to access information 

should be balanced against national security interests. 

 

60. In this regard, the Caravana considers that Articles 5, 6, 9, 10 and 19 of Decree 857 of 

2014 (“the Provisions”) are potentially incompatible with the above internationally 

recognised human rights principles. The Caravana therefore respectfully draws the 

court’s attention to the following apparent points of conflict. By automatically 

exempting documents held by the intelligence services from disclosure to the public, 

the Provisions fail to: 

 

(a) Respect the right of those acting as “social watchdogs” to obtain information of 

public interest with the intention of using it to contribute to public debate. It is 

therefore problematic that the Provisions do not include different considerations 

for the disclosure of information depending on the type of applicant making the 

request, the type of information and the purpose for which it is sought. 

(b) Recognise the State’s positive obligation to provide information – or at least an 

indication of its existence – concerning data held by the intelligence services 

about an individual. Further, the Provisions do not acknowledge the additional 

considerations that apply where the information sought is personal information of 

particular significance to an individual or non-personal information which has an 

impact on an individual’s private or home life. 

(c) Respect the requirement that legitimate interferences with the right to access 

information and the right to private and family life must be “prescribed by law”. 

In particular, it is problematic that the Provisions provide for a blanket approach 

to making disclosure decisions with no scope for the exercise of discretion. Based 

on cases such as MM v UK and S v UK, this is unlikely to provide sufficient 

protection against arbitrariness by the intelligence services. 

(d) Make provision for the proper application of proportionality. While “national 

security” is undoubtedly a legitimate aim, the blanket non-disclosure provided for 
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by the Provisions means that no assessment of reasonableness or proportionality 

of this decision can be made. There is therefore no means of analysing the link 

between the information sought and the threat to national security that its 

disclosure would cause. Moreover, the lack of an independent review mechanism 

means that there is no effective means of challenging the non-disclosure of 

information no matter how unreasonable or disproportionate it may be in the 

circumstances. 

 

SIGNED 

DAN SQUIRES QC 

Matrix Chambers 

 

KATHERINE BARNES 

Francis Taylor Building 

 

Counsel  

 

 

CHARLOTTE GILL      

 

Chair 

 

Colombian Caravana UK Lawyers Group 

8 Union Street 

London SE1 1SZ 

United Kingdom 

www.colombiancaravana.org.uk 

Email: caravanaadvocacy@gmail.com 

 

3 November 2016 
 

http://www.colombiancaravana.org.uk/

